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Caris Secure Connect
Electronic Health Record Integration

Caris Secure Connect agent is a lightweight application that works to automate secure HIPAA compliant file

transfers between your organization and Caris. The communication between the agent and Caris Secure Connect s

is encrypted using SSL/TLS, eliminating the need to establish and maintain a VPN. The authentication is a multi-step | \B} >
secure process establishing trust between the agent and Caris Secure Connect. -

When you place a file in a folder which is monitored by the agent, Caris Secure Connect can !Encrypted
automatically push the file from your organization’s network to Caris Secure Connect. In turn, Caris file transfer

‘ ’ . , L ia SSL/TLS
V Secure Connect can use the agent connection to push files to your organization’s network. via SSLIT

Caris Secure Connect automatically distributes software upgrades to agents as needed. This is a seamless process in
which Caris Secure Connect will upgrade agents while they are idle (to minimize disruption).
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Caris Secure Connect agents support many features.
e Automate and secure file transfers
e Monitor folders on agent systems for new or modified files
e Schedule agent file transfers to run at future dates/times

¢ Provides additional workflow capabilities such as compression, decompression, data parsing, database integration and PGP
encryption and decryption

¢ Send email or text message alerts when agent file transfers fail
¢ Feed audit data to Caris for reporting
e Monitor agent status

¢ Deploy automatic notifications if an agent goes offline

Caris Secure Connect agent can be installed onto almost any server or workstation where file transfers or workflows need to be
performed. This includes Windows, Linux, UNIX, IBM i, and Mac OS systems. For organizations who prefer to perform their file transfers in
the cloud, Caris Secure Connect supports the use of the agent remotely in cloud infrastructure such as Amazon EC2 or Microsoft Azure.

Minimum Hardware Requirements:
® Processor: 2 GHz ® CPU: 1 Core e RAM:2GB ® Free Disk Space: 1 GB*

*More disk space will most likely be required if data will be stored on the machine where the Caris Secure Connect agent is installed

To order or learn more, visit www.Car|sL|f§SC|ences.com. //;\\
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